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Foreword

By activating MFA, suspicious actions when using your access data (user name + password)
can be detected and access to data can be protected by requesting a second security factor.
As this reduces the security risk with regard to misuse of your access data to a minimum,
the use of a second security factor is required at FH Burgenland when logging on to online
services.

At FH Burgenland, the options available are Microsoft Authenticator app, SMS, call or Fido2
token (e.g. YubiKey).

This document describes how to set up the Microsoft Authenticator app. Please ensure
that you have your smartphone to hand when setting up and subsequently using FH
Burgenland online services. Authentication via app is the best option in terms of security,
costs and awareness. This option is also used by a large number of banks and will therefore
already be familiar to you as a user. However, if you prefer another option and need support
in setting it up, please contact helpline@fh-burgenland.at with your request.

MFA will be successively optimised so that in future the second security factor will not be
requested for every login, but only if an anomaly is detected during a login attempt. An
anomaly can be, for example, a logon attempt from another country or from an unknown
device. Immediately after setting up MFA, you will increasingly be asked to authenticate
yourself with your second security factor, as the devices and locations, among other things,
are not yet known.

Over time, MFA will also be rolled out to more and more online services. However, no
second factor is required for logging on to Windows, on a device of the FH Burgenland.

Finally, it should be mentioned at this point that even MFA does not offer fully
comprehensive security. Therefore, continue to take good care of your access data and use
your FH Burgenland e-mail address and password exclusively for FH Burgenland services. It
is particularly important that you always check carefully whether the prompt to use the
second security factor is related to a login by you to an online service. If you receive a
prompt in your app that is not related to a login to an online service, do not confirm it
under any circumstances, as this is an unauthorised login attempt.
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(The steps described below take about 5 - 10 minutes to complete. Have your smartphone and a PC or
notebook with an internet connection ready. )

Step |: Sign in to your Microsoft account

Log in with a PC or notebook in the browser at https://myaccount.microsoft.com with
your FH Burgenland e-mail address and password:

e Microsoft

Anmelden

max.mustermann@fh-burgenland.at

Sie kénnen nicht auf Ihr Konto zugreifen?

% Anmeldeoptionen

Figure I: Enter user name

‘FH Burgenland

< max.mustermann@fh-burgenland.at

Kennwort eingeben

SEFRBRBRBRRN

Kennwort vergessen

Anmelden

Verwenden Sie fir die Anmeldung ihre E-Mail

Adresse und das Passwort ihres Accounts der FH
Burgenland.

Figure 2: Enter password
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https://myaccount.microsoft.com/

Step 2: Set up the additional security check

On the left-hand side, click on the menu item "Security information" and then on the

entry "Add login method".

& mysignins.microsoft.com/security-info

i FHBurgentand ‘ Meine Anmeldungen v

Q Ubersicht Sicherheitsinformationen

Die folgenden Methoden werden zum Anmelden bei Ihrem Konto oder zum Zuriicksetzen |hres Kennworts verwendet.
rQ/ Sicherheitsinformation...

—+ Anmeldemethode hinzufiigen

B3 Organisationen

Es sind keine Elemente vorhanden, die angezeigt werden konnen.
L1 Gerate

Haben Sie lhr Gerit verloren? Uberall abmelden

E] Datenschutz

Figure 3: Adding a new login method

You will then be prompted to add a method. Select the Authenticator app from the

drop-down field.

Methode hinzufiigen X

Welche Methode méchten Sie hinzufiigen?

Authenticator-App v

Figure 4: Selecting the "Authenticator App" method
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Next, you will be asked to install the Authenticator app on your smartphone. Leave
the current browser window open and switch to your smartphone. Please
do NOT click on the "Next" button yet.

Microsoft Authenticator X

Rufen Sie zuerst die App ab.
Installieren Sie die Microsoft Authenticator-App auf lhrem Smartphone. Jetzt herunterladen

Nachdem Sie die Microsoft Authenticator-App auf Ihrem Gerét installiert haben, wahlen Sie
"Weiter".

Ich méchte eine andere Authentifikator-App verwenden

Abbrechen

Figure 5: Prompt to install the Authenticator app

Step 3: Installing and setting up the Authenticator app

Search for the app "Microsoft Authenticator” in the appstore of your smartphone and
install it.

13:06 ul = @)

Q_ microsoft authenticatc €@ Abbrechen

Microsoft Authenticat...
9 Schitzt lhre Online-ldentitat. LADEN

% % %k k

Figure 6: Download the Authenticator app from the smartphone app store.
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Now open the Authenticator app and accept the conditions.

1313

< App Store

ol LTE @8 )

Helfen Sie uns bei der Verbesserung
von Microsoft Authenticator

Es werden erforderliche grundlegende
Diagnosedaten erfasst, um die App sicher
und auf dem neuesten Stand zu halten.
Dies umfasst weder lhren Namen noch

vertrauliche Daten.

Verbessern Sie die App, indem Sie |hre
App-Nutzungsdaten freigeben.

Microsoft-Datenschutzbestimmungen

Figure 7: Accepting the terms of the Authenticator app
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In the next view, select the entry "Scan QR code". Please allow access to your camera

if prompted.

13:13

< App Store

=
E

Sicher unterwegs in der
digitalen Welt

il LTE @)

Uberspringen

2

Schutzen Sie Ihre Konten mit Multi-Faktor-

Authentifizierung.

m Bei Microsoft anmelden

EI Geschafts-, Schul- oder
Unikonto hinzuflugen

B8 QR-Code scannen

Sie konnen einen QR-Code von lhrer Organisation
oder |hrem Kontoanbieter abrufen, z. B. Microsoft,
Google oder Facebook.

Aus Sicherung wiederherstellen

Figure 8: Selecting the "Scan QR code" entry in the Authenticator app
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Now switch back to your PC or notebook and click "Next" in the prompt to install the
Authenticator app.

Microsoft Authenticator '3

Rufen Sie zuerst die App ab.
Installieren Sie die Microsoft Authenticator-App auf lhrem Smartphone. Jetzt herunterladen

Nachdem Sie die Microsoft Authenticator-App auf lhrem Gerat installiert haben, wahlen Sie
"Weiter".

Ich méchte eine andere Authentifikator-App verwenden

Abbrechen

Figure 9: Confirmation of the app installation

Also confirm the next window by clicking on the "Next" button.

Microsoft Authenticator X

Konto einrichten

Lassen Sie bei Aufforderung Benachrichtigungen zu. Fiigen Sie dann ein Konto hinzu, und
wahlen Sie die Option fiir ein Geschafts-, Schul- oder Unikonto aus.

Figure 10: Setting up the account
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Scan the QR code now displayed with your Authenticator app on your smartphone.

Microsoft Authenticator X

QR-Code scannen

Verwenden Sie die Microsoft Authenticator-App, um den QR-Code zu scannen. Auf diese Weise wird die
Microsoft Authenticator-App mit lhrem Konto verkniipft.

Nachdem Sie den QR-Code gescannt haben, wahlen Sie "Weiter".

Das Bild wird nicht gescannt?

e | I

Figure I1: Prompt to scan the QR code

Your FH Burgenland account has now been added to the Authenticator app.
Finally, please click on the "Next" button again in the browser on your PC/notebook.

You will now receive a request for approval in your Authenticator app. Please approve
it by clicking on "Approve".

= Authenticator CIRt

[\A:I Fachhochschule Burgenland G...

-test@fh-burgenland.at

Anmeldung genehmigen?

Fachhochschule Burgenland GmbH
est@fh-burgenland.at

Verweigern Genehmigen

Figure 12: Request for approval of an application
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Now the message "Notification approved" appears in the browser of your
PC/notebook. Click on the "Next" button again to return to the start page.

Microsoft Authenticator X

Benachrichtigung genehmigt

Vv

Figure |3: Notification of successful authorisation via the Authenticator app

You can now log out by clicking on your profile picture at the top right and then on

s 2 @

X

"Sign out".

R Test
-test@fh-burgenland.at

View my account

Figure 14: Logout

Congratulations - you have successfully secured your account! From the
time of the general activation of MFA by the Information Services and Digitisation
Team, you will be required to use the second security factor you have just set up. You
will not receive any prompts to use your second security factor before the time of

general activation.
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